
These solutions include:
Firewalls
Authentication and encryption solutions
Virtual private networks (VPN)
Intrusion detection systems
Content filtering solutions
Identity management solutions
Anti-virus solutions
End-point security solutions (wired and wireless)

Benefits:Benefits:
You benefit from a proven implementation methodology.

We make experienced consultants available to you.

You receive detailed documentation on your security
infrastructure.
We conduct reliability tests.

Your systems are configured to allow for the use of
digital certificates and virtual private networks.

Contact us for more details concerning
our computer/Forensic investigation
and inquiry services:
info@esiinvestigations.com

Support, security infrastructure
management and remote monitoring

Entrusting the management and telemonitoring of your
computing environments to experts gives you access to the
most innovative services to deal with the vulnerability and
daily threats that stalk your computing networks. ESI provides
a robust, highly scalable, reliable and cost-effective remote
security solution that protects your network infrastructure
and information against attack 24 hours a day, 7 days a week.

Benefits:Benefits:
Our regular product updates of the protection systems
provide your security infrastructure with the latest
patches, thereby reducing the likelihood of successful
intrusions.
Our alerts in case of attack enable you to respond quickly.

Round-the-clock management of your infrastructure
provides constant monitoring of your security
perimeters.
Our extremely powerful monitoring and management
tools ensure high performance of your security
environment—all the time.

www.esitechnologies.com
info@esitechnologies.com

Toll free: 1 800 260-3311

S o l u t i o n s

S e c u r i t y

I n f o r m a t i o n  t e c h n o l o g i e s





The same applies to your
organization’s security strategy. There are constantly
new threats to the integrity of your data on a daily
basis. How do you protect yourself from these ever
changing risks? What measures, policy and controls
do you put into place? Which priorities are consis-
tent with the particular context and stakes of your
business?

ESI makes available to you a team of security experts
with long-standing experience in the planning
process, policy development and the design of se-
curity procedures suited to your work context and
line of business. Our methodology is to take a multi-
faceted approach to this process by considering the
culture, management policy and technologies
of your business in order to detect and reduce
the risks associated with access to your critical
systems.

Our methodology includes: evaluating and deter-
mining your security needs, designing a secure
network environment, implementing security so-
lutions, providing support, managing the security
infrastructure and monitoring the remote systems
and networks.

Evaluating and determining your
security needs

The implementation of a security architecture that truly
protects your systems must be closely tied to your business
reality. How is your critical data accessed? Who has authority
to access it? What management processes, administrative
structure and overall business framework do you have in
place? To help you evaluate and determine the level of security
you need, ESI has proven know-how based on the best prac-
tices and state-of-the-art tools for accurately determining
your current level of security and the risks your firm may be
facing. Our security services at this stage cover the following
elements.

Security audit and risk assessment:
The security audit consists of a meticulous verification of all
the measures already in place for the protection of your
systems and network. At this stage, we highlight the flaws
and deficiencies requiring improvement, and determine the
degree of risk associated with each. We are also able to assess
the extent of your compliance with the various applicable
regulations.

Intrusion testing:
Since new threats emerge every day, no security system is
100% foolproof. Our intrusion testing service helps measure
the level of resistance of your security measures to intrusions
and unforeseen attacks. Based on a methodology similar to
that used by hackers, our experienced consultants will detect
the loopholes in your security policy.

Information Security systems, computers and networks, and
Internet security—it's a complex world, and growing more so
every day.

How do you

Approaches and technologies in this field are continuously
evolving. While some remain the same, others are becoming

outdated quickly, requiring more effective solutions.

S e c u r e  y o u r  s y s t e m s  …  a n d  s t o p  w o r r y i n g !

sort it
all out?

Definition of a security policy:
Considered the backbone of a firm’s security infrastructure,
its security policy and the related standards and rules are
essential for implementing an effective solution. Designed,
developed and written by technical and legal experts, our
security policy is a framework document that sets out the
guidelines to be followed and the terms of their implemen-
tation and management.
To fully assess the status of your organization's systems and
network security, ESI offers the following services under the
umbrella of our Security Posture Assessment (SPA):

Internal network security audit
Internal network intrusion testing
Firewall audit
External perimeter intrusion testing
External phone access intrusion scanning
Social engineering
Physical security review
Network security architecture review
Compliance with current legislation and regulations

Benefits:Benefits:
Identifying your security system’s strengths and
weaknesses helps you act in a proactive manner,
thereby reducing or eliminating possible attacks and
security flaws.
Developing security standards reduces and limits risk
and vulnerability, while improving the process of
security management.
Implementing a security policy reinforces security
awareness throughout your organization, and en-
hances the effectiveness of your security strategies.
Regular and ongoing intrusion testing verifies and
validates the effectiveness of your security infrastruc-
ture, and enables you to act quickly in the event of
a breech.

Designing a secure environment
The use of the Internet and e-business solutions poses for-
midable high-stakes challenges for computing security,
including the protection of your intellectual property and
privacy, all your essential information and the integrity of
your network. Abuse of Internet privileges is also becoming
one of the most widespread problems, causing potential
legal liability and waste of expansive network resources. ESI
is aware of the perils involved in e-business processes, and
helps businesses to create a secure computing environment
that is efficient, cost-effective and scalable, using the most
innovative technologies and best practices.

Benefits:Benefits:
We provide for your current security needs, as well as
plan for their long-term evolution.
We save you time and money by helping you avoid
unnecessary purchases of technology and productivity
losses due to preventable security flaws.
We enable you to optimize your investments in order
to attain the level of compliance required by the
regulations that apply to your organization.

Implementing security solutions
Understanding the myriad of security products and solutions
can be a real puzzle. Implementing and integrating these
technologies can be even more challenging. ESI can help you
choose and implement the most effective solutions for your
business, thereby optimizing performance and productivity.
We have developed an approach based on strong core prin-
ciples that enables us to configure your functionalities as
specified, and provide the scalability required for the growth
of your systems.


