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, symantec.

and stop worrying!

Approaches and technologies in this field are continuously

evolving. While some remain the same, others are becoming
outdated quickly, requiring more effective solutiau
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Definition of a security policy:

Considered the backbone of a firm’s security infrastructure,
its security policy and the related standards and rules are
essential forimplementing an effective solution. Designed,
developed and written by technical and legal experts, our
security policy is a framework document that sets out the
guidelines to be followed and the terms of their implemen-
tation and management.

To fully assess the status of your organization's systems and
network security, ESI offers the following services under the
umbrella of our Security Posture Assessment (SPA):

Internal network security audit

Internal network intrusion testing
Firewall audit

External perimeter intrusion testing
External phone access intrusion scanning
Social engineering

Physical security review

Network security architecture review

Compliance with current legislation and regulations
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B Identifying your security system’s strengths and
weaknesses helps you act in a proactive manner,
thereby reducing or eliminating possible attacks and
security flaws.

Developing security standards reduces and limits risk
and vulnerability, while improving the process of
security management.

5 Implementing a security policy reinforces security
awareness throughout your organization, and en-
hances the effectiveness of your security strategies.
Regular and ongoing intrusion testing verifies and
validates the effectiveness of your security infrastruc-
ture, and enables you to act quickly in the event of
a breech.
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Managing and securing
electronic communications
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Designing a secure environment

The use of the Internet and e-business solutions poses for-
midable high-stakes challenges for computing security,
including the protection of your intellectual property and
privacy, all your essential information and the integrity of
your network. Abuse of Internet privileges is also becoming
one of the most widespread problems, causing potential
legal liability and waste of expansive network resources. ESI
is aware of the perils involved in e-business processes, and
helps businesses to create a secure computing environment
that is efficient, cost-effective and scalable, using the most
innovative technologies and best practices.
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We provide for your current security needs, as well as
plan for their long-term evolution.

il" We save you time and money by helping you avoid
unnecessary purchases of technology and productivity
losses due to preventable security flaws.

We enable you to optimize your investments in order
to attain the level of compliance required by the
regulations that apply to your organization.

Implementing security solutions

Understanding the myriad of security products and solutions
can be a real puzzle. Implementing and integrating these
technologies can be even more challenging. ESI can help you
choose and implement the most effective solutions for your
business, thereby optimizing performance and productivity.
We have developed an approach based on strong core prin-
ciples that enables us to configure your functionalities as
specified, and provide the scalability required for the growth
of your systems.
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